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Abstract 
Performing data hiding in videos is very popular now. Video data hiding has large number of applications as it is more secure and 
also video has high frequency over the internet. When the amount of data to be embedded into the video increases it can 
adversely affect the quality of the video making it unsuitable for many applications in the area of defence, military, medical, 
satellite field etc. The important concerns in the area of data hiding in videos are its high visual quality, size of the video stream, 
the delay that occurs during the network transmission. In the case of MPEG or H.264 videos which are of great visual quality 
have their size high, so transmission of these videos can be a difficult task even though they are superior in visual quality. Due to 
the transmission delay, there arise practical problems in using these high quality videos. Among those the most serious issue that 
the area of data hiding in video face are its poor illumination. Our new method proposes a novel concept where data hiding and 
the high quality for poor illumination videos are given equal importance. In the proposed method, we are performing contrast 
enhancement, improving visual quality in the video streams. The noted point is that we are strictly preserving the video file size 
even after performing contrast enhancement in the videos. The result should always be of better visual quality then only it 
becomes practically useful. 
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1. Introduction 
The great need of exchange of data or information has led to the rise of internet. With the coming of internet 
utmost priority has been given to the security and confidentiality of data or information which is much sensitive in 
nature. This importance is given because the communication being performed is in an unsecure network. Various 
vulnerabilities exist in the network and it is prone to attacks [1]. Anyone with the right knowledge can interrupt the 
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data transfer and can persuade the sensitive data. So the primary concern is given to security. The data has to be kept 
safe without changing its quality. For this various techniques are developed. 
Digital video has been a very popular multimedia content for both online and offline environment. While digital 
video is gaining popularity, we have to consider ways to protect the contents from malicious use, reliable ways to 
recover from the transmission errors, to add additional features for upgraded. 
Video Data hiding process, embedding of secret information inside a video is done where its perceptual quality is 
maintained. Many video data hiding techniques exist to facilitate secure data transmission over the communication 
network. Video data hiding is the process where no one apart from the intended sender and recipient only has the 
knowledge of the message kept hidden. In data hiding technique, the information is not maintained in its original 
form it is being converted into an alternative form which is equivalent to the multimedia files like audio, image or 
video and it is hidden further. This message is sent through the network; the receiver receives it and separates the 
actual original message from it.  
Video data hiding is needed to facilitate the secure data transmission over an underlying communication network. 
Video data hiding prevents misuse of video data, avoid leakage of the video data. Video data hiding protects the 
privacy of the medical videos, and also privacy of surveillance videos. Data hiding will also address the security and 
privacy concerns of the cloud computing. Data hiding provides copyright protection, tamper proofing, 
authentication, ownership of digital images, data integrity, fraud detection, and self-correcting images, traitor 
tracing, mobile communication security, finds covert communication using images, copy control. 
1.1. Data Hiding in Videos 
Nowadays digital videos are the most popular ones because of their frequency on the internet. Several image 
sequences form a video file, so data hiding methods of images can be applied to video [2]. Highly efficient 
computation and large storage solution can be provided to video data by the cloud computing technology. 
1.2. Video Processing 
A video is nothing however the standard of the video depends on the amount of frames/pictures per minute and 
also the quality of every frame being employed. Video process [3] involves noise reduction, detail improvement, 
motion detection, frame rate conversion, ratio conversion, colour area conversion etc. 
Video processing is the process of processing frames using mathematical operations by any form of signal 
processing for which input is a video. Video processing is analysing video content to obtain an understanding of the 
scene it describes. It is an essential component in a number of technologies, including robotics, multimedia, and 
video surveillance. It's a section of analysis that has seen vast growth in recent past. Researchers in video analysis 
have varied backgrounds, as well as image process, computing, systems theory, statistics, and mathematics. 
x Video surveillance: Video surveillance is an application domain that includes all the research tasks with 
applications ranging from national security to environmental monitoring. The extraction of biometrics for 
person identification is a specialized sub area of this application. 
x Social media and the Internet: The quality of videos and the manner in which these videos are uploaded and are 
used on the internet provides novel challenges to index and on search such “big data” repositories. 
x Mobile communications: Advances in the video analysis can lead to more efficient use of bandwidth and power 
in handheld devices, like smart phones, with the users sharing videos among themselves and along with cloud 
computing servers. 
x Vision based robotics: Robots are equipped with cameras, they are working independently and can help in 
navigating through complex environments, like that of a disaster zone. Such applications require advances in 
various aspects of video processing such as tracking, recognition, and distributed processing. x Biomedical applications: Video processing can help the medical practitioners in their diagnoses, as well as 
researchers who are working in the various biological fields with an automated analysis of the larger volumes of 
data that is being collected, e.g., time lapse microscopy images. 

The above application area of video processing is large and in these areas both data and videos are highly 
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confidential. So here is our application to enhance the contrast of the videos and securely embed our data in to the 
videos. 
2. Background 
All sectors need secure data transmissions [4]. In most cases of data hiding, the cover object will experience 
some distortion due to data hiding and cannot invert back to the original cover object. That is, some parameter 
distortion has occurred to the cover object even after the hidden data have been extracted out. In the Reversible data 
hiding, both image and data are equally important. The Reversible data hiding method, the original cover object is 
lossless recovered after the message is extracted.  
The Reversible Data Hiding [5] Technique was first introduced by Z. Ni et.al, which uses Histogram Shift (HS) 
method. A type of histogram which is being illustrated as the distribution of pixel value in a digital image is being 
referred to as an "Image Histogram". In this histogram, get maximum peak point and also get minimum peak point. 
Then scan the image once again, once the maximum pixel value is encountered, check the confidential data bits. If 
the bit is 1, increment the pixel value. If the bit is 0, pixel value remains intact. Repeat this process until the data bits 
end. Advantage of this paper is that Computational complexity is made minimum and good PSNR value is obtained.  
The author X. Zhang [6], use the histogram shifting method, the disadvantage of previous method, image 
having horizontal histogram do not work; this issue overcomes the new method Pixel Value Difference (PVD). 
Using histogram, find the difference between 2 adjacent pixel values. The working principle of this method is 
generating Histogram, find the value difference between 2 adjacent pixels, di and also determine the peak point P. If 
di > P, shift the histogram by value 1. If di = p, then check previous pixel value less than or equal to adjacent pixel 
value then add message bit to the pixel value. Otherwise subtract message bit to the pixel value. The advantage of 
this method is, using only one pixel value and good PSNR value. The embedding capacity is increased. 
In separable reversible data hiding technique [7], the original image is encrypted by using an encryption key and 
internet. User can extract differently both data and cover image.  
In Reversible data hiding by using reserving room before encryption [8], content owner firstly reserves space 
needed on the original image. The image is converted into its encrypted version using encryption key. Data hider 
only needs to accommodate data into the spare space that is previously emptied out. This method achieves excellent 
performance as real reversibility is realized, PSNR is improved. 
 In [9] two data hiding approaches by using the compressed MPEG video where the first approach hides message 
bits in the video by modulating the quantization scale of the constant bit rate video. A payload of one message bit 
per macro block is achieved. Regression model is used by the decoder to predict values of the hidden message bits 
with very high prediction accuracy. The next approach uses the flexible macro block ordering feature present in the 
H.264/AVC video streams to hide message bits. A maximum payload of three message bits per macro block is 
achieved. The message extraction has high accuracy. 
A RDH [10] method for encrypted images by shifting the encrypted histogram of the predicted errors, and 
achieves excellent performance in the aspects like complete reversibility, higher PSNR under the given embedding 
rate. 
A scheme of H.264/AVC video encryption [11], for data embedding and data extraction. They uses a chaotic 
pseudo random sequence for encrypting the secret information, then by parsing the bit stream that is encrypted and 
the code words of levels can be obtained. If the code word belongs to C0 or C1 code space then, embed secret 
message bit into host data using code word substitution. Embed bit 0 and if code word belong to C0 and is 1 if code 
word belong to the C1. Proposed scheme preserve bit rate, preserve confidentiality. 
We go through all the above background methods and analyse which method is suitable for videos. Select the 
method histogram peak pair [12] method is used to get good result in videos and better visibility for poor 
illumination videos. There were different strategies proposed in data hiding for videos. No other technique proposed 
data hiding with the property contrast enhancement in videos. This is often new technique for data hiding in videos 
with contrast improvement. We used Reversible data hiding to enhance the contrast of the videos. The main 
advantages are improved contrast of the videos, improve the data capacity of the videos and finally the size of the 
videos are same as original videos. 
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3. Design details 
Video data hiding has large number of applications as it is more secure and also video has high frequency over the 
internet. When the amount of data to be embedded into the video increases it can adversely affect the quality of the 
video making it unsuitable for many applications in the area of defence, military, medical, satellite field etc. The 
important concerns in the area of data hiding in videos are its high visual quality, size of the video stream, the delay 
that occurs during the network transmission. Among those the most serious issue that the area of data hiding in 
video face are its poor illumination. The result should always be of better visual quality then only it becomes 
practically useful.  
3.1. Architecture 
 
The Fig. 1 shows the architecture of proposed method for videos. We give poor illumination videos as the input 
and gets contrast enhanced output videos. Video processing unit is the main module of the system and the module is 
divided into convert to frames, L - pair embedding and contrast enhanced frame. Here we take 2 data sets as input 
videos. One is satellite videos and other one is Medical videos. We test both data set videos and get better visibility 
videos. Output videos are the result of the video processing unit. The result shows output videos are guaranteed 
better visibility. The main unit we used embed and enhance the contrast of the videos. The video processing unit is 
working under the video frames. We embed L - pair into each frame. The working described below: 
  
 
 
 
 
 
 
 
 
 
 
Fig. 1: Architecture of the proposed method 
The general block diagram of data embedding and contrast enhancement shown in the Fig. 2. The block diagram 
is divided into 2 main parts, one is N – round of data embedding and another one is N – round of data extraction and 
frame recovery. Take the original cover frame as input and is given to the data embedding phase. In the data 
embedding phase, first pre-processing of the cover frame is performed. Then adjust the gray scale value {0 – 255} 
into {1– 254} and memorize this operation and then create a location map. For the set I, change jth position value to 
1. If any change in I, then jth position of original cover frame is changed into 0 to 1 or 255 to 254. This operation is 
performed to avoid underflow and overflow. This binary location map is first compressed and is then embedded into 
the cover frame before the process of data embedding. In embedding process, generate a histogram and find highest 
2 peak values Is and Ir (Is < Ir). Then perform actual data embedding algorithm by using following pseudo code: 
 
Step 1: If Pixel <Is , then Pixel -1. 
Step 2: If Pixel = Is ,Is - bk. 
Step 3: If Is < Pixel <Ir , no change pixel. 
Step 4: If Pixel = Ir,Ir+ bk. 
Step 5: If Pixel >Ir , Pixel+1. 
 
Covert to Frames 
L-Pair Embedding 
Contrast enhanced frames 
Poor Contrast 
Input Video 
Contrast Enhanced 
Output Video 
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Finally embedding the two peak values into excluded last 16 pixel’s LSB is performed. Then perform the 
checking of data which are not completely embedded. If not, repeatedly do the above operation by number of 
rounds. After the data embedding phase, the output is the embed cover frame. 
The data extraction phase is actually done oppositely of the data embedding. First extract two peak values from 
the last 16 bit LSBs and perform the number of round data extraction. The pseudo code is 
 
Step 1: If Is– 1, data bit is 1. 
Step 2: If Pixel = Is , data bit 0. 
Step 3: If Pixel = Ir, data bit 0. 
Step 4: If Pixel = Ir+ 1, data bit 1. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 2: Reversible Data Hiding in Videos with Contrast Enhancement Block Diagram 
 
Finally perform the cover frame recovery phase, because in RDH both cover frame and data are equally 
important. In cover frame recovery, we completely recover the cover frame that as same as original cover input 
frame. The recovery of cover frame operation performing by using following pseudo code: 
 
Select Original Cover Frame 
Pre-process the cover 
frame and generate the 
location map binary 
image 
Find the 2 peak values 
from the cover frame 
Data Embedding 
Keep the Peaks values in 
the last 16 pixel 
Embedded Cover Frame 
Retrieve 2 peak values 
that embed on the last 
16 pixel values 
Data Extraction 
Extract location map 
from the frame 
Restore the pre-
processed pixel values 
Data > 
0
Len > 
Data
Recovered Original 
Cover Frame 
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Step 1: Extract IS  and IR. 
Step 2: If pixel < IS – 1, set pixel +1. 
Step 3: If pixel = IS – 1 or IS , set pixel +1. 
Step 4: If pixel = IR or IR + 1, set pixel as IR. 
Step 5: If pixel > IR+1, set pixel -1. 
 
Finally, compare both original video and recovered video, if the result is same, it means that reversible data 
hiding (RDH) is successful. 
4. Performance Analysis and Results 
In this part, we evaluate how much the proposed method is suitable for the poor illumination videos. Here, we 
select 2 datasets as satellite and medical videos. The results show that this proposed method works well for poor 
illumination videos. 
 
 
 
 
 
 
 
 
 
 
Fig. 3 (a) Original Earth Video; (b) 20 Pair Embedded Earth Video. 
This proposed method, implemented in the MATLAB 2008 and the output video shows in the fig. 3 and 4. Fig. 
3 is the example of earth video and fig. 4 is the example of the hand bone video. While comparing input and output 
videos, we understand that the output video improve the contrast and maintain the input video size. By using this 
proposed method, we get better visibility of the videos and minimal data transfer because the video size is not 
increasing while improving the contrast. 
 
 
 
 
 
 
 
 
 
 
Fig. 4 (a) Original Hand Bone Video; (b) 20 Pair Embedded Hand Bone Video 
We first take satellite videos for evaluation. In satellite dataset, we took 5 videos and the Table I shows the 
average of the 5 satellite videos, PSNR of a frame, pure payload and bit per pixel. In Table I, when we increase the 
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peak pairs, then the result we can observe in each frame is that there is an increase in payload capacity, bit per pixel 
and a decrease in the PSNR value of each frames. The result shows increasing the number of peak pairs by frames, 
increase the contrast of the videos. The fig. 5 represents the graph diagram of no. of peak pairs Vs PSNR. The result 
shows increasing the number of peak pairs by frames, increase the contrast of the videos. 
 
Table I - Statistical Evaluation (Mean) of 5 Satellite Images. 
 
No. of peak pairs 
 
PSNR 
 
Pure payload 
 
Bit per pixel 
10 pair 34.5192 653681.4 2.4936 
15 pair 30.9256 967211.20 3.6896 
20 pair 28.7370 1279255.60 4.8801 
 
 
Fig. 5: Satellite Videos PSNR vs. No. of Peak Pairs. 
Next, we took medical videos for evaluation. In medical dataset, we took 5 videos and the Table II shows 
the average of the 5 medical videos PSNR of a frame, pure payload and bit per pixel. In Table I, when we increase 
the peak pairs, then the result we can observe in each frame is that there is an increase in payload capacity, bit per 
pixel and a decrease in the PSNR value of each frames. The fig. 6 represents the graph diagram of no. of peak pairs 
Vs PSNR. The result shows increasing the number of peak pairs by frames, increase the contrast of the videos. 
 
Table II- Statistical Evaluation (Mean) of 5 Medical Images 
 
No. of peak pairs 
 
PSNR 
 
Pure payload 
 
Bit per pixel 
10 pair 26.7983 218806.80 .5180 
15 pair 24.2515 316825 .7425 
20 pair 22.4494 403021.60 .9404 
 
 
Fig. 6: Medical video’s PSNR vs. No. of Peak Pairs; 
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When the amount of data to be embedded into the video increases it can adversely affect the quality of the video 
making it unsuitable for many applications in the area of defence, military, medical, satellite field etc. The important 
concerns in the area of data hiding in videos are its high visual quality, size of the video stream, the delay that occurs 
during the network transmission. Among those the most serious issue that the area of data hiding in video face are 
its poor illumination. The result should always be of better visual quality then only it becomes practically useful. 
Videos size is calculated by no. of frames multiply with its size and audio size of that video. Frame size is 
calculated by, Frame Size = M * N * L, here M and N are the dimensions of the frame and L is that the no. of gray 
levels employed in the frame. In our proposed technique, we tend to used 8 bit gray level values. For improving 
contrast of the frame, we are not increase the gray level however we apply histogram equalization on the original 
frame’s gray levels. Thus there's no probability for increase the size of frames and eventually the size of the videos. 
5. Conclusion 
All the methods have used the concept of data hiding in different aspects, but the problem is that they have poor 
illumination. So data hiding in videos is an area that needs great attention regarding the quality of illumination 
among the videos. When the amount of data that is embedded increases it can sometimes degrade the visual quality 
or further make no improvements. In the case of MPEG or H.264 videos which are of great visual quality have 
their size high, so transmission of these videos can be a difficult task. Due to transmission delay, there arise 
practical problems in using these high quality videos. But our new method proposes a concept where data hiding 
and high quality for the poor illumination videos are given equal importance. In the proposed method, we are 
performing contrast enhancement, improving visual quality in the video streams. The noted point is that we are 
strictly preserving the video file size even after performing contrast enhancement. Our aim is to provide better 
visibility with minimum video size where the contrast enhancement is performed in frames making it possible for 
different areas of applications like satellite, medical imaging etc. Performing contrast enhancement with strict file 
size preservation is the highlight of our method making it useful in more application domains. 
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